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Guide for System Center Management Pack for Active Directory Certificate Services
Active Directory Certificate Services (AD CS) provides customizable services for issuing and managing public key certificates used in software security systems that employ public key technologies.

The AD CS Management Pack monitors the certification authority (CA) service health based on the following:

· CA service status checking.

· Event monitors.

This guide was written based on version 7.1.10100.0  of the Management Pack for Active Directory Certificate Services.

Guide History

	Release Date
	Changes


	· Release Date: 8/12/2010
	· Version: 6.0.7231.0 (Original release of this guide)

	· Release Date: 9/04/2012
	· Version: 7.0.8560.0 

	· Release Date: 10/2013
	· Version: 7.1.10100.0 



Supported Configurations

This management pack requires System Center Operations Manager 2012. R2.  A dedicated Operations Manager management group is not required.

The following table details the supported configurations for the Management Pack for Active Directory Certificate Services:

	Configuration
	Support

	Operating systems
	Windows Server 2012 R2

Windows Server 2012
Windows Server 2008 R2

Windows Server 2008

CA only (no support for Online Responder or other Active Directory Certificate Services role Services)

	Clustered servers
	No 

	Agentless monitoring
	Not supported

	Virtual environment
	Yes; the Active Directory Certificate Services Management Pack monitors CAs on virtual machines


Prerequisites

Certificate services common library:

Instance Group Library

System Center Core library

System Library

Windows Core Library

Microsoft Windows Server Active Directory Certificate Services 2012 Discovery:

                Certificate Services Common Library (above one)

                Health Library

                Instance Group Library

               System Center Core Library

               System Library

              Windows Core Library

               Windows Server Operating System Library

               Microsoft Windows Server Active Directory Certificate Services 2012 Monitoring

Microsoft Windows Server Active Directory Certificate Services 2012 Monitoring:

                Certificate Services Common Library

                Data Warehouse Library

                Health Library

                Instance Group Library

                Microsoft Windows Server Active Directory Certificate Services 2012 Discovery

               System Center Core Library

               System Library

              Windows Core library

Files in this Management Pack

The Management Pack for Active Directory Certificate Services includes the following files: 

· Microsoft.Windows.CertificateServices.Library.mp
· Microsoft.Windows.CertificateServices.Discovery.mp
· Microsoft.Windows.CertificateServices.2008.Monitoring.mp
· Microsoft.Windows.ActiveDirectoryCertificateServices.2012.Discovery.mp
· Microsoft.Windows.ActiveDirectoryCertificateServices.2012.Monitoring.mp
· Microsoft.Windows.ActiveDirectoryCertificateServices.2012.R2.Monitoring.mp
· Microsoft.Windows.ActiveDirectoryCertificateServices.2012.R2.Discovery.mp
**Includes MP files for Windows 2012 along with Windows 2012 R2
Management Pack Purpose

In this section:


Monitoring Scenarios

How Health Rolls Up
For details on the discoveries, rules, monitors, views, and reports contained in this management pack, see Appendix: Management Pack Contents.

Monitoring Scenarios

The Active Directory Certificate Services Management Pack monitors events for certification authorities (CA). 

The Active Directory Certificate Services Management Pack enables the following monitoring scenarios:
	Monitoring scenario
	Description
	Associated rules and monitors

	Certificate Service Monitor
	The monitor notifies the operator about CA issues by alerting on critical events in the system event log.
	
Certificate Service Events (aggregate)

Certificate Service Errors


Certificate Service Warnings


You can control which events impact the state of each monitor by enabling or disabling the rules that correspond to the event being collected. 

If one of the "Errors" or "Warnings" monitors above becomes unhealthy, it needs to be reset manually after the problem has been resolved.

All monitors and rules in this management pack are enabled by default.

Monitoring Errors Produced When Debug Flags Enabled

When CA debug flags are enabled, you may encounter errors when the CA is pinged, started, or stopped. To resolve this issue, disable debug flags.
You can check to see if debug flags are enabled by running the following commands from a command prompt or Windows PowerShell run as administrator:
certutil -getreg debug

certutil -getreg ca\debug

You can remove debug flags by using the following commands:

certutil -f -delreg debug

certutil -f delreg ca\debug

If the ca\debug flag was enabled and you disabled it, then restart the CA service. This can be done from a command prompt run as administrator by running: net stop certsvc && net start certsvc. You can also restart the service from Windows PowerShell run as administrator by running: restart-service certsvc.
How Health Rolls Up

The following diagram shows how the health states of objects roll up in this management pack.
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Configuring the Management Pack for Active Directory Certificate Services
This section provides guidance on configuring and tuning this management pack. 


Best Practice: Create a Management Pack for Customizations

Security Configuration 

Tuning Performance Threshold Rules
Best Practice: Create a Management Pack for Customizations

By default, Operations Manager saves all customizations such as overrides to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

When you create a management pack for the purpose of storing customized settings for a sealed management pack, it is helpful to base the name of the new management pack on the name of the management pack that it is customizing, such as “Microsoft Windows Server Active Directory Certificate Services 2012 MP”. Creating a new management pack for storing customizations of each sealed management pack makes it easier to export the customizations from a test environment to a production environment. It also makes it easier to delete a management pack, because you must delete any dependencies before you can delete a management pack. If customizations for all management packs are saved in the Default Management Pack and you need to delete a single management pack, you must first delete the Default Management Pack, which also deletes customizations to other management packs.

Security Configuration 

The Active Directory Certificate Services Management Pack does not create any new Run As accounts, Run As profiles, or groups, and does not require any configuration of existing Run As accounts or Run As profiles.

It is recommended that the Agent run on the managed Active Directory Certificate Services computer as a low privilege user.  The minimum privileges required for the account whose context the Agent uses to run on the CA are:

· Member of the local Users group

· Member of the local Performance Monitor Users group

· "Manage auditing and security log" permission (SeSecurityPrivilege)

· "Allow log on locally" permission (SeInteractiveLogonRight)

Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2012 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

Operations Manager 2007 R2


Administering the Management Pack Life Cycle 


How to Import a Management Pack in Operations Manager 2007 


How to Monitor Using Overrides

How to Create a Run As Account in Operations Manager 2007 


How to Modify an Existing Run As Profile 


How to Export Management Pack Customizations 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.

For additional information about Operations Manager, see the System Center 2012 - Operations Manager Survival Guide and Operations Manager 2007 Management Pack and Report Authoring Resources 
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.

Appendix: Management Pack Contents

The Management Pack for AD CS discovers the object types described in the following sections. Not all of the objects are automatically discovered. Use overrides to discover those objects that are not discovered automatically.
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Important 

The Management Pack for AD CS discovery depends upon a root management server for discovery. In SCOM 2012, a root management server is no longer required, but there is a root management server emulator. The root management server emulator role is assigned to one of the management servers in the SCOM 2012 configuration. Since AD CS discovery depends upon a root management server, if the root management server emulator is offline or unavailable AD CS discovery will not occur.

Certification authorities
The Active Directory Certificate Services Management Pack discovers servers configured as certification authorities (CA), both online and offline. Discovery is automatic.

Discovery Information

	Discovery Type
	Interval
	Enabled
	When to Enable

	Certificate Services Topology
	Every 4 hours
	True
	Should remain enabled to discover Certificate Services topology.

	CA Role
	Upon import of management pack and every 2 days following
	True
	Should remain enabled to discover CA role.
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