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Introduction to the Windows Server 2008 R2 DirectAccess Management Pack for Operations Manager 2007

Revision History

	Release Date
	Changes

	Jan, 2010
	Original release of this guide


This document is a guide to the DirectAccess Server Management Pack. DirectAccess is an optional feature of Windows Server 2008 R2 that will host, manage and either terminate or pass-through IPsec sessions. The Management Pack supports a rich set of Alarms, Monitors and Agent Tasks that can be used to successfully and efficiently manage a DirectAccess server. 

Getting the Latest Management Pack and Documentation

You can find the Windows Server DirecAccess Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105).

What's New

The following features are new in this release of the Windows Server 2008 R2 DirectAccess Management Pack:

· Automatic discovery of the DirectAccess Server and its components, including:

· IP-HTTPS Gateway

· ISATAP Router

· Network Security Component

· 6to4 Router

· Teredo Relay

· Teredo Server

· Monitors that identify: 

· Status of Direct Access Server and its components

· Denial of service (DoS), spoofing, and replay attacks

· ICMP and data traffic queue overflows
· Utilization of available IPsec states on the Direct Server

Supported Configurations

The following table details the supported configuration for the DirectAccess Server Management Pack:

	Configuration
	Support

	Windows Server 2008 R2
	Yes

	Clustered servers
	Not supported 

	Agentless monitoring
	Not supported

	Virtual environment
	Supported

	DirectAccess Server components on different machines
	Supported

	All DirectAccess Server components on the same machine
	Supported


Getting Started

This section describes the actions you should take before you import the Management Pack, any steps you should take after you import the Management Pack, and information about customizations. It is assumed that since you have this guide that you have already downloaded the management pack files.

Required Additional Management Packs

For successful discovery of the DirectAccess Server and its components, you will also need to download and install the Windows Server 2008 R2 Operating System Management Pack.

How to Import the Windows Server DirectAccess Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkID=98348).

After the DirectAccess Management Pack is imported, create a new management pack in which you store overrides and other customizations. 

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the default management pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a default management pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the default management pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the default management pack, you must delete the default management pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Optional Configuration

Watcher Nodes

You can monitor the status of the server by setting up a Web Application Monitor on the SCOM server. The following URL describes the steps for creating a Web Application Monitor: http://technet.microsoft.com/en-us/library/bb381370.aspx.
Tuning Thresholds for Monitors

All monitors supported by the DirectAccess Server Management Pack are listed in the Key Monitoring Scenarios section below. It also specifies the counter thresholds used for the monitors, where appropriate. It is recommended that you evaluate these thresholds, determine if they are appropriate for your environment, and adjust them accordingly.
Security Considerations

You may need to customize your management pack.<0} {0>Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.<}0{>Certain accounts cannot be run in a low-privilege environment or must have minimum permissions.<0} {0>The “Run As Account” needs to have administrator privileges on the Routing and Remote Access Server.<}0{>The “Run As Account” needs to have administrator privileges on the DirectAccess Server.<0} {0>In a domain environment, it is highly recommended that you use a domain account as your “Run As Account”.<}0{>In a domain environment, it is highly recommended that you use a domain account as your “Run As Account”.<0} {0>Please note that this domain account needs to have administrator privileges for the Routing and Remote Access Server.<}0{>Please note that this domain account needs to have administrator privileges for the DirectAccess Server. 
Understanding Management Pack Operations

The Windows Server DA Management Pack will monitor all health, availability, performance, security and configuration aspects of every component of the DA Server through the use of the built-in DA instrumentation that is accessible through Perfmon counters, event log entries, and with the Netsh commands related to DirectAccess. 

Windows Server DirectAccess Management Pack Discovery

Following are the DirectAccess components discovered. Note that all discoveries happen automatically.


DirectAccess Server: 
The DA server will be discovered only if the machine is discovered to be a Windows 2008 R2 Server. The following registry key must to be created on the server and set to a value of 1 to enable discovery: HKLM\Software\Microsoft\DAServer\Management. If all components of the DirectAccess Server are not on the same computer, then the above registry key must be created on each of the computers on which the components reside. 

The discovery interval is 12 hours

Teredo Server: 
Discovery of Teredo Server takes place only if the computer is discovered as a DirectAccess server. Ensure that the following registry key has been created to enable Teredo Server discovery: HKLM\SYSTEM\CurrentControlSet\Services\iphlpsvc\Teredo\Type, value=3
The discovery interval is 12 hours
· Teredo Relay. 
Discovery of Teredo Server takes place only if the computer is discovered as a DirectAccess server. Ensure that the following registry key has been created to enable Teredo Relay discovery: HKLM\SYSTEM\CurrentControlSet\Services\iphlpsvc\DirectAccess\TeredoRelayEnabled, value=1

The discovery interval is 12 hours


6to4 Router: 
Discovery of 6to4 routers happens only if the computer is discovered as a DirectAccess server. Ensure that the following registry key has been created to enable 6to4 Router discovery: HKLM\SYSTEM\CurrentControlSet\Services\iphlpsvc\config\Enable6to4, value=2.
The discovery interval is 12 hours


Network Security Component: 
Discovery of the Network Security component happens only if the computer is discovered as a DirectAccess server. Discovery takes place when the following event is generated: STATUS_IPSEC_DOSP_INSTALLED (Id.: 1020), Event Source: Microsoft-Windows-WFP, Event Log Channel: Microsoft-Windows-WFP/Operational.

ISATAP Router: 
Discovery of ISATAP Router happens only if the computer is discovered as a DirectAccess server. Ensure that the following registry key has been created to enable ISATAP discovery: HKLM\SYSTEM\CurrentControlSet\Services\iphlpsvc\config\IsatapState, value=2
The discovery interval is 12 hours
· IP-HTTPS:
Discovery of IPHTTPS Gateway happens only if the computer is discovered as a DirectAccess server. Ensure that the following registry key has been created to enable ISATAP Router discovery: HKLM\SYSTEM\CurrentControlSet\Services\iphlpsvc\Parameters\iphttps\iphttpsinterface\InterfaceRole, value=1.
The discovery interval is 12 hours
Classes

There exists a separate class for the DirectAccess Server and each of its components. The base class for the DirectAccess Server is Windows Local Application. The base class for the DirectAccess Server components is Microsoft Application Component.

How Health Roles Up

The health of the DirectAccess Server components is determined by the status of their respective monitors. The health of the DirectAccess Server components is rolled up to determine the health of the DirectAccess Server. Following are the details of the roll-up policies:


DirectAccess Server Availability State Roll-up
This is a roll-up of the availability states of each of the components. If any one of the components becomes un-available the DirectAccess Server availability state becomes “unhealthy.”

DirectAccess Server Configuration State Roll-up

This is a roll-up of the warning or critical levels reached by the current number of available state entries in the Network Security component.


DirectAccess Server Performance State Roll-up
This is a roll-up of the Queue Overflow warnings in the Network Security component.


DirectAccess Server Security State Roll-up
This is a roll-up of the alarm in Network Security component that indicates a potential Denial of Service (DoS) attack.

For details on the roll-up monitors refer to Key Monitoring Scenarios section below.

Key Monitoring Scenarios

Following is the list of monitors supported in the Management Pack for the DirectAccess Server and its components:

Teredo, ISATAP, 6to4 and IP-HTTPS

	Monitor Name
	Health State
	Description

	Teredo Server

	Teredo_Server_AvailabilityIPHLPSVC
	Critical
	This is a critical (red) alarm generated because the IP Helper (iphlpsvc) service crashed. The iphlpsvc service provides tunnel connectivity using the Connectivity Platform, IPv6 transition technologies (6to4, ISATAP, Port Proxy, and Teredo),and IP-HTTPS. The alarm is cleared when the service comes back up. If this service is stopped, the computer will not have the enhanced connectivity benefits that these technologies offer.

	Teredo Relay

	Teredo_Relay_AvailabilityIPHLPSVC
	Critical
	This is a critical (red) alarm generated because the IP Helper (iphlpsvc) service crashed. The alarm is cleared when the service comes back up. If this service is stopped, the computer will not have the enhanced connectivity benefits that these technologies offer.

	6to4 Router

	Router_6to4_AvailabilityIPHLPSVC
	Critical
	This is a critical (red) alarm generated because the IP Helper (iphlpsvc) service crashed. The alarm is cleared when the service comes back up. If this service is stopped, the computer will not have the enhanced connectivity benefits that these technologies offer

	ISATAP Router

	ISATAP_Router_AvailabilityIPHLPSVC
	Critical
	This is a critical (red) alarm generated because the IP Helper (iphlpsvc) service crashed. The alarm is cleared when the service comes back up. If this service is stopped, the computer will not have the enhanced connectivity benefits that these technologies offer.

	IP-HTTPS Gateway

	IPHTTPS_Gateway_AvailabilityIPHLPSVC
	Critical
	This is a critical (red) alarm generated because the IP Helper (iphlpsvc) service crashed. The alarm is cleared when the service comes back up. If this service is stopped, the computer will not have the enhanced connectivity benefits that these technologies offer.


Network Security Component

	Monitor Name
	Health State
	Description

	Network_Security_AvailabilityBFE
	Critical
	This is a critical (red) alarm generated because the Base Filtering Engine (BFE) service crashed. The Base Filtering Engine (BFE) is a service that manages firewall and Internet Protocol security (IPsec) policies and implements user mode filtering. The alarm is cleared when the service comes back up. Disabling the BFE service will significantly reduce the security of the system and will also result in unpredictable behavior in IPsec management and firewall applications.

	Network_Security_AvailabilityIKEEXT
	Critical
	This is a critical (red) alarm generated because the IKE and AuthIP IPsec Keying Modules (IKEEXT) service crashed. The IKEEXT service hosts the Internet Key Exchange (IKE) and Authenticated Internet Protocol (AuthIP) keying modules which are used for authentication and key exchange in Internet Protocol security (IPsec). The alarm is cleared when the service comes back up. Disabling the IKEEXT service will disable IKE and AuthIP key exchange with peer computers. IPsec is typically configured to use IKE or AuthIP; therefore, stopping or disabling the IKEEXT service might result in an IPsec failure and might compromise the security of the system.

	Network Security State Utilization critical level
	Critical
	This alarm indicates that the "Current State Entries" counter (under the ‘IPSec DOS Protection’ object in perfmon) has exceeded critical levels. "Current state Entries" is the number of active state entries in the table. A state entry is a pair of IPv6 addresses that is authorized to pass through from a public to an internal interface

Default Critical level threshold: The counter has exceeded the threshold value of 2000 for 5 consecutive samples taken at 5 min. intervals

	Network Security State utilization warning level
	Warning
	This alarm indicates that the "Current State Entries" counter (under the ‘IPSec DOS Protection’ object in perfmon) has exceeded warning levels

Default Warning level threshold: The counter has exceeded the threshold value of 1000 for 5 consecutive samples taken at 5 min. intervals

	Network Security ICMP Queue Overflow Warning
	Warning
	This is a warning (yellow) alarm that is raised when the "Inbound Rate Limit Discarded ICMPv6 

Packets/sec" counter (under the ‘IPSec DOS Protection’ object in perfmon) exceeds a defined threshold. "Inbound RateLimit Discarded ICMPv6 Packets/sec" is the rate at which ICMPv6 packets are received on a public interface and discarded because they exceeded the rate limit for ICMPv6 packets per second.

Default Warning level threshold: The counter has exceeded the threshold value of 20 for 5 consecutive samples taken at 5 min. intervals

	Network Security QueueOverflow Warning
	Warning
	This is a warning (yellow) alarm that is raised when the "Inbound Rate Limit Discarded IPv6 IPsec Authenticated Packets/sec" counter (under the ‘IPSec DOS Protection’ object in perfmon) exceeds a defined threshold. "Inbound Rate Limit DiscardedPv6 IPsec Authenticated Packets/sec" is the rate at which authenticated IKEv1, IKEv2, AuthIP, or ESP IPv6 packets are received on a public interface and discarded because they exceed the rate limit for IPv6 IPsec authenticated packets per second. An authenticated packet is an IPsec packet with an associated state entry. A state entry is a pair of IPv6 addresses that is authorized to pass through from a public to an internal interface.

Default Warning level threshold: The counter has exceeded the threshold value of 100 for 5 consecutive samples taken at 5 min. intervals

	Network Security IKE DoSP
	Warning
	This is a warning (yellow) alarm for potential DoS attack and is raised when "IKE DoS-prevention mode started" event (Event Id: 4646, Event Source: Microsoft Windows security auditing, Event Log Channel: Security) is generated. The alarm is cleared when the same event is generated again.

	Network Security RateLimitDiscardUnAuth
	Warning
	This is a warning (yellow) alarm indicating that the "Inbound Rate Limit Discarded IPv6 IPsec Unauthenticated Packets/sec" counter (under the ‘IPSec DOS Protection’ object in perfmon) has exceeded a defined threshold.  "Inbound Rate Limit Discarded IPv6 IPsec Unauthenticated Packets/sec" is  the rate at which unauthenticated IKEv1, IKEv2, AuthIP, or ESP IPv6 packets received on a public interface were discarded because they exceeded the rate limit for IPv6 IPsec unauthenticated packets per second. An unauthenticated packet is an IPsec packet without an associated state entry. 

Default Warning level threshold: The counter has exceeded the threshold value of 100 computed over 3 consecutive samples taken at 5 min. intervals

	Network Security ReplayAttack
	Warning
	This is a warning (yellow) alarm that is raised when the "Packets That Failed Replay Detection/sec" counter (under the 'IPsec Driver' object in perfmon) exceeds a defined threshold. "Packets That Failed Replay Detection/sec" is the rate of packets that contained an invalid sequence number since the computer was last started. Increases in this counter might indicate a network problem or replay attack.

Default Warning level threshold: The counter has exceeded the threshold value of 100 computed over 3 consecutive samples taken at 5 min. intervals

	Network Security SpoofingAttack
	Warning
	This is a warning (yellow) alarm that is raised when the "Incorrect SPI Packets/sec" counter (under the 'IPsec Driver' object in perfmon) exceeds a defined threshold. "Incorrect SPI Packets/sec" is the rate of packets for which the Security Parameter Index (SPI) was incorrect since the computer was last started. A large number of packets with bad SPIs within a short amount of time might indicate a packet spoofing attack.

Default Warning level threshold: The counter has exceeded the threshold value of 100 computed over 3 consecutive samples taken at 5 min. intervals


DirectAccess Server

	Monitor Name
	Health State
	Description

	DirectAccess Server Availability - 6to4 Router
	N/A
	This is a roll-up of the Router_6to4_AvailabilityIPHLPSVC monitor

	DirectAccess Server Availability - IPHTTPS Gateway
	N/A
	This is a roll-up of the IPHTTPS_Gateway_AvailabilityIPHLPSVC monitor

	DirectAccess Server Availability - ISATAP Router
	N/A
	This is a roll-up of theISATAP_Router_AvailabilityIPHLPSVC monitor

	DirectAccess Server Availability - Network Security BFE
	N/A
	This is a roll-up of the Network_Security_AvailabilityBFE monitor

	DirectAccess Server Availability - Network Security IKEEXT
	N/A
	This is a roll-up of the Network_Security_AvailabilityIKEEXT monitor

	DirectAccess Server Availability - Teredo Relay
	N/A
	This is a roll-up of the Teredo_Relay_AvailabilityIPHLPSVC monitor

	DirectAccess Server Availability - Teredo Server
	N/A
	This is a roll-up of the Teredo_Server_AvailabilityIPHLPSVC monitor

	DirectAccess Server Configuration - NetworkSecurity: State Util Critical
	N/A
	This is a roll-up of the Network Security State Utilization critical level monitor

	DirectAccess Server Configuration - Network Security: State Util Warning
	N/A
	This is a roll-up of the Network Security State utilization warning level monitor

	DirectAccess Server Performance - NetworkSecurity: ICMPQueueOverflow Warning
	N/A
	This is a roll-up of the Network Security ICMP Queue Overflow Warning monitor

	DirectAccess Server Performance - Network Security: Queue Overflow.Warning
	N/A
	This is a roll-up of the Network Security QueueOverflow Warning monitor

	DirectAccess Server Security - NetworkSecurity: IKEDoSP
	N/A
	This is a roll-up of the Network Security IKE DoSP monitor

	DirectAccess_Server_Security_AuthFailuresIPv6_Warning
	Warning
	This alarm indicates that the "Failed Main Mode Negotiations" counter (under the ‘IPsec AuthIP IPv6’ object in perfmon) has exceeded warning levels

Default Warning level threshold: The counter has changed by a value of 5 for 3 consecutive samples taken at 5 min. intervals

	DirectAccess_Server_Security_AuthFailuresIPv6_Critical
	Critical
	This alarm indicates that the "Failed Main Mode Negotiations" counter (under the ‘IPsec AuthIP IPv6’ object in perfmon) has exceeded critical levels.

Default Critical level threshold: The counter has changed by a value of 10 for 3 consecutive samples taken at 5 min. intervals


Supported Agent Tasks

The DirectAccess Server Management Pack supports the following Agents Tasks:

	Name
	Description

	IPHTTS_Gateway_Start_IPHelper_Service
	This task can be used to start the IP Helper service when it is stopped. The IP Helper service is critical to the proper functioning of the IPHTTPS Gateway.

	ISATAPRouter_Start_IPHelper_Service
	This task can be used to start the IP Helper service when it is stopped. The IP Helper service is critical to the proper functioning of the ISATAP Router.

	Network_Security_Start_BFE_Service
	This task can be used to start the BFE service when it is stopped. The BFE service is critical to the proper functioning of the Network Security component.

	Network_Security_Start_IKEEXT_Service
	This task can be used to start the IKEEXT service when it is stopped. The IKEEXT service is critical to the proper functioning of the Network Security component.

	Router6to4_Start_IPHelper_Service
	This task can be used to start the IP Helper service when it is stopped. The IP Helper service is critical to the proper functioning of the 6to4 Router.

	TeredoRelay_Start_IPHelper_Service
	This task can be used to start the IP Helper service when it is stopped. The IP Helper service is critical to the proper functioning of the Teredo Relay.

	TeredoServer_Start_IPHelper_Service
	This task can be used to start the IP Helper service when it is stopped. The IP Helper service is critical to the proper functioning of the Teredo server.
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